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Cybersecurity Engineer (M/F/X)

Apply Now

Company: Groupe IT Link

Location: Charleroi

Category: computer-and-mathematical

Job description

IT LINK Benelux is looking for a Programme Cybersecurity Engineer to strengthen the teams of

one of our clients, a major player in the railway sector in Charleroi. Your tasks and

responsibilities in the upcoming project will be the following:

Deploy and validate the platform that supports the cybersecurity services in the generic

architectures.

Integrate the cybersecurity platform into railway signalling architectures.

Support the deployment of the cybersecurity platform in specific architecture projects.

Define the cybersecurity processes, rules and guidelines for the integration of the

cybersecurity platform and ensure that they are followed.

Liaise with the cybersecurity platform development team.

Support the system cybersecurity security assessment, including the definition of Zone and

Conduit architectures.

Liaise with the cybersecurity and systems teams to define the most appropriate solution at

the cybersecurity platform level to reduce the risk to an acceptable value

Specify the cybersecurity requirements of the platform and monitor their implementation

Performing technology watch and vulnerability management for platform cybersecurity
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Profile

Technical environment :

Master in engineering/technology or related field

Do you have a Master's degree in engineering/technology? With experience in railway and

safety systems architecture? Great!

Do you speak English on a daily basis?

Do you have a passion for cyber security?

In your bag you have VM/OS reinforcement but also knowledge of network protocols (TCP/IP,

UDP/IP, TLS, SSH, IPSEC, .1X, .1Q...) + PKI architecture?

Concerning your profile, you are a resourceful, proactive, analytical but also organized

person? We didn't doubt it!

Salary: 40-50k
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