Belgium Jobs Expertini®

IT Security Analyst

Apply Now

Company: Skillfinder International

Location: Brussels

Category: computer-and-mathematical

Posted byRecruiter

Role:

This is a security Analyst role where you will help manage security standards, enhance
existing policies and help create new ones, and work closely with Internal Audit, Risk, and
the Business to ensure that Data remains safe and secure.

Skills and Qualifications

Previous experience in managing and administering Microsoft Office 365 products, including
Exchange Online, SharePoint Online, OneDrive, Teams, and Lotus Notes.

Experience with email security solutions such as Axway MailGate, Trend Micro InterScan
Messaging Security, Cisco Secure Email (former ESA), and Cisco Secure Malware Analytics
(former Threat Grid).

Experience in global deployments of data loss prevention products and cloud-based
solutions.

Solid understanding and experience in infrastructure security or IT application security.
Experience in architecting and implementing email security solutions, including expertise with
McAfee ePO, endpoint protection suite, secure email gateway (SaaS), and Netskope
CASB/DLP.

Experience in SIEM solutions for analytics and monitoring security incidents.

Ability to formulate deployment strategies for security monitoring devices and assist in their
execution.

Providing technical support to the Information Security Manager on security incident
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response.
Evaluating security tools and determiningpatibility issues with existing network
configurations and infrastructure.

Strong Windows system administration skills, including knowledge of Active Directory.
Strong organizational, problem-solving, written, andmunication skills.

Experience in implementing data loss prevention policies, data classification documents, and
data encryption.

Experience with automation using scripting and programming languages such as Shell,
PowerShell, Python, and SQL.

In-depth knowledge on the following is highly desirable: CISM, CISSP, ISO/IEC 27001/2,
SOX, NIST, GLBA, ISAE3402, SWIFT CSCF
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